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We hear a lot about the dos and don’ts of 

email phishing attacks, but what we don’t 

often hear about is voicemail to email 

phishing attacks. It has been reported that 

16 million of a variety of phishing attacks 

make it through spam filters, and of those 

that make it through, 8 million are opened 

by the recipient. Cybercriminals send out a 

reported 156 million phishing emails a day, 

some of which come in the form of 

voicemail to email. 

Technology has made huge advancements 

merging computers and phones. Gone are 

the days of accessing your voicemail 

through a land line. Voicemails can now be 

delivered to you via email making accessibility to your messages while traveling or away from the office 

easy. Staying connected helps many keep in touch with their customers/clients, associates and employees.  

But like everything else, cyber criminals have found a way to penetrate this communication method for 

their own malicious agenda. In this type of attack, the attacker sends a phishing email that looks like a 

legitimate voicemail audio attachment. Sometimes the attachment appears to be coming from an internal 

email address within the recipient’s organization which makes it seem like a trustworthy file.  Unfortu-

nately the voicemail is fake and contains malicious software that once opened, infects the device it was 

opened on. 

The same dos and don’ts for regular phishing email attacks are applicable to voicemail to email attacks. 

However the stakes are a little higher. By nature, our instincts are programed to see a sense of urgency 

when a voicemail is received, prompting our first line of action to click on the link. Just remember these 

steps before clicking: 

 Check the provider name of the audio attachment. If your emails normally come from an outlook 

audio file and now it’s something other than that, consider that a red flag. 

 Dial the number that is listed on the voicemail before opening; worst-case scenario, it will be a dis-

connected number or out of service. In that case, you know the audio attachment is not legit and 

you can just delete the email. 

 If anything looks out of the ordinary, delete.  

 And if you happen to take the bait, notify your IT department immediately. 

Source: Symantec Security Technology and Response Group, August 2012 Cyveillance, “The Cost of Phishing: Understanding the True Cost Dynamics Behind Phishing Attacks,” 2009  EKOS Research Associates, “Baseline, Online Probability Survey of Internet Users Regarding Cyber 

Security,” 2011 Based on the Statistics Canada estimate of Canada's population of about 34,880,000, July 2012 



 

How to Create a Strong Password 

 

Every 30 to 90 days we get prompted to change our passwords for a number of applications. For many, it is a daunting task. We are 

forever trying not to repeat a password we have used before and, more importantly, we are trying to make sure we will remember 

this new one. Password protection is a very necessary part of conducting personal and professional business. It is the first line of de-

fense that can either help or stop a cybercriminal from hacking our accounts. But choosing an effective password can be tricky and 

tedious. 

 

Research done by a British psychologist by the name of Dr. Helen Petrie in 2001 showed our password choice reflects our genuine 

memories and most spur-of-the-moment thoughts. However, those types of passwords, such as a string of numbers, family member 

names and special dates are usually the ones that a criminal can quickly crack because they’re obvious and very common.  The goal is 

to create something that reflects you but more importantly, protects you.  

Here are some very effective password tips. 

 Use a different password for every account you 

have. That way if one of your accounts gets com-

promised the others stand a good chance of not 

being affected. 

 Change your passwords frequently. Seems tedi-

ous but very necessary. Many cybercriminals de-

pend on users becoming complacent. They know 

the longer you keep the same password the more 

chances they have to break that code. 

 Avoid the urge to revert back to common pass-

words such as “1234”, your date of birth, family 

member names, etc. Hackers are always going to 

try those first. They have programs that scan for 

those types of passwords so they know who will 

be an easy target without much effort.  

 Make your passwords difficult yet something 

you can remember. The best passwords contain 

letters with both lowercase and upper case in con-

junction with numbers and special characters. For example a good password can be spelling a word backwards and substi-

tute some letters for numbers and special characters. The saying goes “if you can find your password in the dictionary, it’s 

not a strong password”. 

 Try to make your password at minimum eight characters but twelve characters is even better. The longer the pass-

word the more secure. A longer password makes it more difficult for a hacker because the possibility of combinations 

increases. 

 Source: http://thenewdaily.com.au/life/tech/2015/04/14/what-password-says-about-you/ 


